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Abstract 

Information Technology (IT) plays an increasing role in everyday life.  IT systems have revolutionized the way 

we work, play and interact with one another.  It is no wonder that a significant portion of companies are 

looking to leverage IT systems to better engage their customers. The electric industry is no exception. Many 

utilities are currently deploying advanced technologies such as smart meters in an effort to develop what is 

commonly referred to as the smart grid. Ultimately the smart grid will enable consumers to make informed 

decisions about their energy use including managing important applications such as electric vehicle charging. 

  

Like the electric industry, automakers see value in providing their customers with the tools necessary to 

properly manage charging sessions. Original equipment manufacturers (OEMs) can leverage the smart grid to 

provide their customers with customize solutions to yield increased savings, reduced emissions through the 

increased use of green energy, and shorter charging times. However, these benefits will never be realized if 

these two titan industries (electric utilities and automotive OEMs) can agree on how to communicate.  

Technical standards are the key to developing the language between the two massive industries. Each entity 

will have to establish the systems necessary to send and receive valuable information. In addition, consumers 

must be protected and insured that their data will be properly managed and secure. 

  

This white paper explores the system architecture and standards required to enable effective vehicle-to-grid 

communications. 

Keywords: smart grid, vehicle-to-grid, standards, communications 
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have little functionality beyond SAE J1772™2-
based charging [1], local charging management, and 
customer energy information display. The interfaces 
available to access these functionalities are also 
limited. For the most part, consumers must use 
existing or new telematics services between the 
original equipment manufacturers’ (OEMs) back-
end systems and the device. Because these 
telematics services are the first to hit the 
marketplace, OEMs are working on increasing their 
functionality, and it is possible that some OEMs 
will decide to solely implement the telematics 
interface on the vehicle. If that is the case, the 
OEMs will act as aggregators from the viewpoint of 
utilities, and utilities would not be able to interface 
directly with the EV. Instead they would have no 
choice but to utilize B2B communications. 
Telematics-based communications may make it 
possible for utilities to transmit EV loads wherever 
they are (often referred to as a component of 
roaming along with metering) and for use by third-
party EV metering programs in situations where 
utilities are unable to access the meter directly. This 
type of B2B communication is currently being done 
to DR aggregators for automated DR purposes.  

Utilities have an alternative to communicating with 
EVs through their back-office systems, a type of 
B2B service referred to as communications-to-
deployed systems. This type of communications is 
used to send demand response (DR) signals to 
energy management systems (EMS) or similar 
systems used to control loads. Though neither of 
these communications approaches allows for 
utilities to monitor and access EVs, it is believed 
that both could be used for aggregation based 
programs. 

2.3 Direct Utility Communication 
A great deal of work has been done to leverage 
HANs so that utilities are able to access EVs, 
EVSEs, and other devices directly. In the HAN, 
these devices are typically users of the of the 
utility’s energy services interface (ESI), which is 
usually the smart meter. Many ongoing AMI 
rollouts include HAN capabilities, and within 

                                                        
2 SAE J1772 is an SAE Recommended Practice that 
covers the general physical, electrical, functional, and 
performance requirements to facilitate conductive 
charging of EV/PHEV vehicles. 

California many of the smart grid roadmaps and 
pilots are precipitated by the implementation of 
AMI- and HAN-based communications. AMI 
communications typically utilize mesh and cellular 
networks for two-way communication between 
utility head end systems and the ESI. In addition to 
back hauling metering data, AMI infrastructure is 
also meant to enable communications between the 
deployed utility interface and customer domains. 
Although a premises’ smart meter is most likely 
used as the utility interface for communications into 
the home, it is possible that utilities, customers, or 
third parties could install a secondary device in the 
HAN to translate lower layers of communication 
(e.g., ZigBee to Wi-Fi). As AMI-based 
communication is usually a utility secured 
communications channel, the utility interface could 
also be viewed as a firewall between the utility AMI 
network and the customer’s energy network. 
Utilities in the future could also deploy a field area 
network (FAN) to communicate with a customer’s 
premises. This could be similar to AMI 
communication in that it is a protected utility 
channel with higher capacity, however it would use 
HTTP to send HAN messages to an alternate utility 
interface. This FAN could be implemented as an 
alternative to or to compliment AMI because of the 
early deployment of many AMI systems and the 
subsequent emergence of new latency and 
throughput requirements related to advanced 
grid/EV use cases. It would probably use Wi-Fi as 
the means of communication.  

From a utility viewpoint it is not necessary for both 
the EV and EVSE to employ HAN communications. 
The communications systems being implemented by 
many utilities to support HANs, EVs and EVSEs 
are also capable of leveraging additional utility 
programs and services where direct control is 
required. None of these HAN/device interfaces is 
presently enabled; therefore, it is unclear how much 
EV and EVSE OEMs can be expected to support 
these direct interfaces as opposed to indirect 
communication methods (in fact, it is probably more 
likely that the EVSE is the HAN device, and the EV 
does not support the HAN communications at all).  

Due to the various architectures deployed and 
expected to be deployed, it is also envisioned that a 
hybrid of direct and indirect communication paths 
could be used to facilitate participation in utility 
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programs. For example, if an EV or EVSE has no 
HAN communication, it is feasible that an OEM or 
other third party could provide a HAN gateway 
device for utilities to connect to, which could then 
be used to connect to a third party’s back-end for 
indirect (e.g., telematics) communications to the end 
device. This third party gateway would then be a 
proxy for the EV or EVSE, still allowing the device 
to be enrolled in direct communications-based 
utility programs. Alternatively, third parties could 
provide customers with HAN devices and use 
indirect utility communications networks to provide 
EV related services (e.g. submetering). 

3 Standards 

3.1 The Current Status 
The goal of smart grid communications is to enable 
consumers and utilities to monitor and control, 
while allowing third parties to provide value added 
services, all while ensuring the stability of the grid. 
This was originally expected to be accomplished by 
the standardization of the various necessary 
communications. However, looking at the present 
state of smart grid communications, it is safe to say 
that standardization efforts of standards bodies and 
regulators have not been entirely successful. 
Ongoing debates, whether centered on the 
standards’ design or their presumed need, have 
hindered their completion and implementation to the 
point that it is entirely possible, if not guaranteed, 
that ultimately there will be multiple standards 
accomplishing the same purpose, as well as a 
mixture of standards and proprietary 
communication protocols used from one end of the 
smart grid to the other. Additionally, even though 
the advantages of standards for cost, 
implementation, and interoperability are well 
documented, the use of proprietary communications 
are based on business cases and their use and 
development does not necessarily mean ill intent. 
They will be a part of the future EV communication 
ecosystem. 

3.2 EV/EVSE Grid Functionality 
From the utility’s viewpoint, EVs and EVSEs are 
the smart devices with the greatest potential for 
having a tremendous effect on the grid; therefore, 
developing the communications and capabilities for 
EVs and EVSEs is a top priority. Because many of 

the communication paths mentioned earlier are 
already planned or in place, utility-based 
applications for EVs and EVSEs are not meant to be 
implemented solely for these devices and systems. 
Instead, the ongoing standardization processes 
attempt to incorporate EV specific requirements 
through SAE Standards. Not all of these are 
applicable to utility monitoring and control, hence 
Table 1 provides a list of applications3 utilities 
might consider necessary for the integration of EVs 
onto the grid, as well as information about how (and 
if) they could be accomplished directly or indirectly. 

                                                        
3 Based on SAE J2836/1 use cases 
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Table 1: EV/EVSE Grid Functionality 

Functionality Description and Purpose Direct Indirect 

Registration and 
enrollment 

Enables security and 
privacy of customers, 

devices, and 3rd parties. 
Might involve enrolling in 

programs, registering 
devices, communication 

access, security 
procedures, customer 

privacy, etc. 

Devices are registered by 
the utility and 

commissioned to 
communicate to the 

utility interface (ESI). 

3rd parties are enrolled in 
programs (and possibly 
permitted by customers 
or utilities depending on 

the type of application) to 
offer EV-related services, 
access customer data, and 

communicate to and/or 
control devices. 

Load Control4 

The curtailment or 
throttling of EV charging 

could be done with the 
EVSE or EV.  Will 

necessitate utility program 
enrollment. Probably 

involves prior notification 
and discounts for number 

of enrolled devices 

Utilities are able to 
control enrolled devices 

or groups of devices 
directly. Customers 

would be able opt out of 
load control instances, 

but may incur a penalty. 

Instead of 
communicating directly 

to devices, utilities 
communicate to 3rd party 
systems (e.g., shed this 

amount of load) that then 
communicate to devices. 
Programs and penalties 

for non-compliance 
would be attributed to 3rd 

parties. 

Pricing 

Involves the publication of 
prices (time-of-use, real 

time, critical peak, etc.) in 
order to move charging to 

a more favorable time. 
Could be done annually, 

seasonally, daily, etc. 

Devices would use 
pricing information 

supplied by utilities to 
make decisions about 
charging. For certain 

programs (e.g., Critical 
Peak), penalties might 
apply to customers for 

noncompliance. 

3rd parties would supply 
utility pricing 

information to devices. 
Programs and penalties 

for non-compliance 
would be attributed to the 

3rd parties 

Discrete 
Measurement 

Used for utility billing and 
to enable EV time-of-use 

tariffs or program 
compliance. 

EV meters would be read 
using utility 

communication systems 

3rd parties would supply 
utilities with EV 

metrology. 

Charging Management5 

Utility enabled charging 
negotiation based on many 
factors that could include 

grid status (e.g., frequency 
regulation), rate requested, 
pricing information, source 

of energy (green or not), 
timing, amount, etc. 

Similar to pricing, but 
would probably be solely 
for use by devices based 
on customer preferences 

3rd parties could use 
utility provided 

information to control 
charging 

                                                        
4 Though subjective, the author has used the term Load Control instead of Demand Response, which often includes pricing 
5 Considered to be an advanced use case. It is still unclear what utility functionality this may end up including 
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